Introduction to SCP command
SCP (Secure Copy) is a command-line utility or tool for Linux systems for securely transfer files from local to remote server or vice a versa. 
SCP uses SSH protocol for transferring files so it requires a password for authentication 
It is more secure than ftp since when transferring files using scp, both the files and password are encrypted, so that anyone snooping on the traffic doesn’t get anything sensitive.
It uses ssh for data transfer and provides the same authentication and same level of security as ssh.
Basic Syntax : 
scp [OPTION] [user@]SRC_HOST:]file1 [user@]DEST_HOST:]file2

OPTION - scp options such as cipher, ssh configuration, ssh port, limit, recursive copy …etc.
[user@]SRC_HOST:]file1 - Source file.
[user@]DEST_HOST:]file2 - Destination file
· Local files should be specified using an absolute or relative path while remote file names should include a user and host specification.
· The scp command relies on ssh for data transfer, so it requires an ssh key or password to authenticate on the remote systems.
· The colon (:) is how scp distinguish between local and remote locations.
· To be able to copy files you must have at least read permissions on the source file and write permission on the target system.
· Be careful when copying files that share the same name and location on both systems, scp will overwrite files without warning.
Options with scp command
scp provides a number of options that control every aspect of its behavior. The most widely used options are:
-P 	Specifies the remote host ssh port.
-p 	Preserves files modification and access times.
-q 	Use this option if you want to suppress the progress meter and non-error messages.
-C. 	This option will force scp to compresses the data as it is sent to the destination machine.
-r 	This option will tell scp to copy directories recursively.

Copy a Local File to a Remote System with the scp Command
· To copy a file from a local to a remote system run the following command:
scp file.txt remote_username@10.10.0.2:/remote/directory
 Where
· file.txt is the name of the file we want to copy.
· remote_username is the user on the remote server, 10.10.0.2 is the server IP address. 
· The /remote/directory is the path to the directory you want to copy the file to. 
If you don’t specify a remote directory, the file will be copied to the remote user home directory.
You will be prompted to enter the user password, and the transfer process will start.
remote_username@10.10.0.2's password:
file.txt                             100%    0     0.0KB/s   00:00

Omitting the filename from the destination location copies the file with the original name. If you want to save the file under a different name, you need to specify the new file name:
scp file.txt remote_username@10.10.0.2:/remote/directory/newfilename.txt

If SSH on the remote host is listening on a port other than the default 22 then you can specify the port using the -P argument:
scp -P 2322 file.txt remote_username@10.10.0.2:/remote/directory
To copy a directory from a local to remote system, use the -r option:
scp -r /local/directory remote_username@10.10.0.2:/remote/directory


Copy a Remote File to a Local System using the scp ommand
To copy a file from a remote to a local system, use the remote location as a source and local location as the destination.
For example to copy a file named file.txt from a remote server with IP 10.10.0.2 run the following command:
scp remote_username@10.10.0.2:/remote/file.txt /local/directory 
If you haven’t set a passwordless SSH login to the remote machine, you will be asked to enter the user password.








Backing up data using rsync command
rsync is a great tool for backing up and restoring files. I'll use some example to explain on how it works.

Example of the remote server and folder that needs to be backup or copied:
Remote host name: server01.comentum.com 
Remote folder: /home/user01/
Remote user: user01

rsync example for backing up / copying from remote server to local Linux computer:
rsync -arv user01@server01.comentum.com:/home/user01/ /home/bob/user01backup/
(/home/bob/user01backup/ is a local Linux folder path)
rsync example for backing up / copying from remote server to local Mac computer:
rsync -arv user01@server01.comentum.com:/home/user01/ /Users/bob/user01backup/
(/Users/bob/user01backup/ is a local Mac folder path)

rsync example for backing up / copying from remote server to local Mac computer and external USB drive:
rsync -arv user01@server01.comentum.com:/home/user01/ /Volumes/westerndigital-usb/user01backup/
(/Volumes/westerndigital-usb/user01backup/ is an external USB Drive path on a local Mac computer)

Here is what the "-arv" option does:
a = archive - means it preserves permissions (owners, groups), times, symbolic links, and devices.
r = recursive - means it copies directories and sub directories
v = verbose - means that it prints on the screen what is being copied
More Examples: 
rsync -rv user01@server01.comentum.com:/home/user01/ /home/bob/user01backup/
(This example will copy folders and sub-folder but will not preserve permissions, times and symbolic links during the transfer)

rsync -arv --exclude 'logs' user01@server01.comentum.com:/home/user01/ /Users/bob/user01backup/
(This example will copy everything (folders, sub-folders, etc), will preserver permissions, times, links, but will exclude the folder /home/user01/logs/ from being copied)
Use of "/" at the end of path:
When using "/" at the end of source, rsync will copy the content of the last folder.
When not using "/" at the end of source, rsync will copy the last folder and the content of the folder.
When using "/" at the end of destination, rsync will paste the data inside the last folder.
When not using "/" at the end of destination, rsync will create a folder with the last destination folder name and paste the data inside that folder.
		
OPTIONS SUMMARY
       Here is a short summary of the options available in rsync. 

        -v, --verbose               increase verbosity
        -q, --quiet                 suppress non-error messages
            --no-motd               suppress daemon-mode MOTD (see caveat)
        -c, --checksum              skip based on checksum, not mod-time & size
        -a, --archive               archive mode; equals -rlptgoD (no -H,-A,-X)
            --no-OPTION             turn off an implied OPTION (e.g. --no-D)
        -r, --recursive             recurse into directories
        -R, --relative              use relative path names
            --no-implied-dirs       don’t send implied dirs with --relative
        -b, --backup                make backups (see --suffix & --backup-dir)
            --backup-dir=DIR        make backups into hierarchy based in DIR
            --suffix=SUFFIX         backup suffix (default ~ w/o --backup-dir)
        -u, --update                skip files that are newer on the receiver
            --inplace               update destination files in-place
            --append                append data onto shorter files
            --append-verify         --append w/old data in file checksum
        -d, --dirs                  transfer directories without recursing
        -l, --links                 copy symlinks as symlinks
        -L, --copy-links            transform symlink into referent file/dir
            --copy-unsafe-links     only "unsafe" symlinks are transformed
            --safe-links            ignore symlinks that point outside the tree
        -k, --copy-dirlinks         transform symlink to dir into referent dir
        -K, --keep-dirlinks         treat symlinked dir on receiver as dir
        -H, --hard-links            preserve hard links
        -p, --perms                 preserve permissions
        -E, --executability         preserve executability
            --chmod=CHMOD           affect file and/or directory permissions
        -A, --acls                  preserve ACLs (implies -p)
        -X, --xattrs                preserve extended attributes
        -o, --owner                 preserve owner (super-user only)
        -g, --group                 preserve group
            --devices               preserve device files (super-user only)
            --specials              preserve special files
        -D                          same as --devices --specials
        -t, --times                 preserve modification times
        -O, --omit-dir-times        omit directories from --times
            --super                 receiver attempts super-user activities
            --fake-super            store/recover privileged attrs using xattrs
        -S, --sparse                handle sparse files efficiently
        -n, --dry-run               perform a trial run with no changes made
        -W, --whole-file            copy files whole (w/o delta-xfer algorithm)
        -x, --one-file-system       don’t cross filesystem boundaries
        -B, --block-size=SIZE       force a fixed checksum block-size
        -e, --rsh=COMMAND           specify the remote shell to use
            --rsync-path=PROGRAM    specify the rsync to run on remote machine
            --existing              skip creating new files on receiver
            --ignore-existing       skip updating files that exist on receiver
            --remove-source-files   sender removes synchronized files (non-dir)
            --del                   an alias for --delete-during
            --delete                delete extraneous files from dest dirs
            --delete-before         receiver deletes before transfer (default)
            --delete-during         receiver deletes during xfer, not before
            --delete-delay          find deletions during, delete after
            --delete-after          receiver deletes after transfer, not before
            --delete-excluded       also delete excluded files from dest dirs
            --ignore-errors         delete even if there are I/O errors
            --force                 force deletion of dirs even if not empty
            --max-delete=NUM        don’t delete more than NUM files
            --max-size=SIZE         don’t transfer any file larger than SIZE
            --min-size=SIZE         don’t transfer any file smaller than SIZE
            --partial               keep partially transferred files
            --partial-dir=DIR       put a partially transferred file into DIR
            --delay-updates         put all updated files into place at end
        -m, --prune-empty-dirs      prune empty directory chains from file-list
            --numeric-ids           don’t map uid/gid values by user/group name
            --timeout=SECONDS       set I/O timeout in seconds
            --contimeout=SECONDS    set daemon connection timeout in seconds
        -I, --ignore-times          don’t skip files that match size and time
            --size-only             skip files that match in size
            --modify-window=NUM     compare mod-times with reduced accuracy
        -T, --temp-dir=DIR          create temporary files in directory DIR
        -y, --fuzzy                 find similar file for basis if no dest file
            --compare-dest=DIR      also compare received files relative to DIR
            --copy-dest=DIR         ... and include copies of unchanged files
            --link-dest=DIR         hardlink to files in DIR when unchanged
        -z, --compress              compress file data during the transfer
            --compress-level=NUM    explicitly set compression level
            --skip-compress=LIST    skip compressing files with suffix in LIST
        -C, --cvs-exclude           auto-ignore files in the same way CVS does
        -f, --filter=RULE           add a file-filtering RULE
        -F                          same as --filter=’dir-merge /.rsync-filter’
                                    repeated: --filter=’- .rsync-filter’
            --exclude=PATTERN       exclude files matching PATTERN
            --exclude-from=FILE     read exclude patterns from FILE
            --include=PATTERN       don’t exclude files matching PATTERN
            --include-from=FILE     read include patterns from FILE
            --files-from=FILE       read list of source-file names from FILE
        -0, --from0                 all *from/filter files are delimited by 0s
        -s, --protect-args          no space-splitting; wildcard chars only
            --address=ADDRESS       bind address for outgoing socket to daemon
            --port=PORT             specify double-colon alternate port number
            --sockopts=OPTIONS      specify custom TCP options
            --blocking-io           use blocking I/O for the remote shell
            --stats                 give some file-transfer stats
        -8, --8-bit-output          leave high-bit chars unescaped in output
        -h, --human-readable        output numbers in a human-readable format
            --progress              show progress during transfer
        -P                          same as --partial --progress
        -i, --itemize-changes       output a change-summary for all updates
            --out-format=FORMAT     output updates using the specified FORMAT
            --log-file=FILE         log what we’re doing to the specified FILE
            --log-file-format=FMT   log updates using the specified FMT
            --password-file=FILE    read daemon-access password from FILE
            --list-only             list the files instead of copying them
            --bwlimit=KBPS          limit I/O bandwidth; KBytes per second
            --write-batch=FILE      write a batched update to FILE
            --only-write-batch=FILE like --write-batch but w/o updating dest
            --read-batch=FILE       read a batched update from FILE
            --protocol=NUM          force an older protocol version to be used
            --iconv=CONVERT_SPEC    request charset conversion of filenames
            --checksum-seed=NUM     set block/file checksum seed (advanced)
        -4, --ipv4                  prefer IPv4
        -6, --ipv6                  prefer IPv6
            --version               print version number
       (-h) --help                  show this help (see below for -h comment)

       Rsync can also be run as a daemon, in which case the following options are accepted:
       Rsync can also be run as a daemon, in which case the following options are accepted:

            --daemon                run as an rsync daemon
            --address=ADDRESS       bind to the specified address
            --bwlimit=KBPS          limit I/O bandwidth; KBytes per second
            --config=FILE           specify alternate rsyncd.conf file
            --no-detach             do not detach from the parent
            --port=PORT             listen on alternate port number
            --log-file=FILE         override the "log file" setting
            --log-file-format=FMT   override the "log format" setting
            --sockopts=OPTIONS      specify custom TCP options
        -v, --verbose               increase verbosity
        -4, --ipv4                  prefer IPv4
        -6, --ipv6                  prefer IPv6
        -h, --help                  show this help (if used after --daemon)



Network Command-line Utilities
These utilities must be run at the prompt of the Cmd.exe command interpreter. To open Command Prompt, click Start, click Run, type cmd, and then click OK.
TCP/IP utilities offer network connections to other computers, such as UNIX workstations. You must have the TCP/IP network protocol installed to use the TCP/IP utilities.
Some command-line tools require the user to have administrator-level privileges on source and/or target computers.
· arp
· ipconfig
· ping
· tracert
· pathping
· netstat
· nbtstat
Arp
Displays and modifies entries in the Address Resolution Protocol (ARP) cache, which contains one or more tables that are used to store IP addresses and their resolved Ethernet or Token Ring physical addresses. There is a separate table for each Ethernet or Token Ring network adapter installed on your computer. Used without parameters, arp displays help.
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This command is available only if the Internet Protocol (TCP/IP) protocol is installed as a component in the properties of a network adapter in Network Connections Syntax
arp [-a [InetAddr] [-N IfaceAddr]]
  [-g [InetAddr] [-N IfaceAddr]]
  [-d InetAddr [IfaceAddr]]
  [-s InetAddr EtherAddr [IfaceAddr]]
Examples
To display the ARP cache tables for all interfaces, type:
arp -a
To display the ARP cache table for the interface that is assigned the IP address 10.0.0.99, type:
arp -a -N 10.0.0.99
To add a static ARP cache entry that resolves the IP address 10.0.0.80 to the physical address 00-AA-00-4F-2A-9C, type:
arp -s 10.0.0.80 00-AA-00-4F-2A-9C
Ipconfig
Displays all current TCP/IP network configuration values and refreshes Dynamic Host Configuration Protocol (DHCP) and Domain Name System (DNS) settings. Used without parameters, ipconfig displays the IP address, subnet mask, and default gateway for all adapters.
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This command is most useful on computers that are configured to obtain an IP address automatically. This enables users to determine which TCP/IP configuration values have been configured by DHCP, Automatic Private IP Addressing (APIPA), or an alternate configuration. Syntax
ipconfig [/all]
       [/renew [Adapter]]
       [/release [Adapter]]
       [/flushdns]
       [/displaydns]
       [/registerdns]
       [/showclassid Adapter]
       [/setclassid Adapter [ClassID]]
Examples
To display the basic TCP/IP configuration for all adapters, type:
ipconfig
To display the full TCP/IP configuration for all adapters, type:
ipconfig /all
To renew a DHCP-assigned IP address configuration for only the Local Area Connection adapter, type:
ipconfig /renew "Local Area Connection"
To flush the DNS resolver cache when troubleshooting DNS name resolution problems, type:
ipconfig /flushdns
To display the DHCP class ID for all adapters with names that start with Local, type:
ipconfig /showclassid Local*
To set the DHCP class ID for the Local Area Connection adapter to TEST, type:
ipconfig /setclassid "Local Area Connection" TEST
Ping
Verifies IP-level connectivity to another TCP/IP computer by sending Internet Control Message Protocol (ICMP) Echo Request messages. The receipt of corresponding Echo Reply messages are displayed, along with round-trip times. Ping is the primary TCP/IP command used to troubleshoot connectivity, reachability, and name resolution. Used without parameters, ping displays help.
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You can use ping to test both the computer name and the IP address of the computer. If pinging the IP address is successful, but pinging the computer name is not, you might have a name resolution problem. In this case, ensure that the computer name you are specifying can be resolved through the local Hosts file, by using Domain Name System (DNS) queries, or through NetBIOS name resolution techniques. Syntax
ping [-t]
   [-a]
   [-n Count]
   [-l Size]
   [-f]
   [-i TTL]
   [-v TOS]
   [-r Count]
   [-s Count]
   [{-j HostList | -k HostList}]
   [-w Timeout]
   [TargetName]
Examples
The following example shows ping command output:
C:\>ping example.microsoft.com
Pinging example.microsoft.com [192.168.239.132] with 32 bytes of data:
Reply from 192.168.239.132: bytes=32 time=101ms TTL=124
Reply from 192.168.239.132: bytes=32 time=100ms TTL=124
Reply from 192.168.239.132: bytes=32 time=120ms TTL=124
Reply from 192.168.239.132: bytes=32 time=120ms TTL=124
To ping the destination 10.0.99.221 and resolve 10.0.99.221 to its host name, type:
ping -a 10.0.99.221
To ping the destination 10.0.99.221 with 10 Echo Request messages, each of which has a Data field of 1000 bytes, type:
ping -n 10 -l 1000 10.0.99.221
To ping the destination 10.0.99.221 and record the route for 4 hops, type:
ping -r 4 10.0.99.221
To ping the destination 10.0.99.221 and specify the loose source route of 10.12.0.1-10.29.3.1-10.1.44.1, type:
ping -j 10.12.0.1 10.29.3.1 10.1.44.1 10.0.99.221
Tracert
Determines the path taken to a destination by sending Internet Control Message Protocol (ICMP) Echo Request messages to the destination with incrementally increasing Time to Live (TTL) field values. The path displayed is the list of near-side router interfaces of the routers in the path between a source host and a destination. The near-side interface is the interface of the router that is closest to the sending host in the path. Used without parameters, tracert displays help.
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This diagnostic tool determines the path taken to a destination by sending ICMP Echo Request messages with varying Time to Live (TTL) values to the destination. Each router along the path is required to decrement the TTL in an IP packet by at least 1 before forwarding it. Effectively, the TTL is a maximum link counter. When the TTL on a packet reaches 0, the router is expected to return an ICMP Time Exceeded message to the source computer. Tracert determines the path by sending the first Echo Request message with a TTL of 1 and incrementing the TTL by 1 on each subsequent transmission until the target responds or the maximum number of hops is reached. The maximum number of hops is 30 by default and can be specified using the -h parameter. The path is determined by examining the ICMP Time Exceeded messages returned by intermediate routers and the Echo Reply message returned by the destination. However, some routers do not return Time Exceeded messages for packets with expired TTL values and are invisible to the tracert command. In this case, a row of asterisks (*) is displayed for that hop.
Syntax
tracert [-d]
      [-h MaximumHops]
      [-j HostList]
      [-w Timeout]
      [TargetName]
Examples
To trace the path to the host named corp7.microsoft.com, type:
tracert corp7.microsoft.com
To trace the path to the host named corp7.microsoft.com and prevent the resolution of each IP address to its name, type:
tracert -d corp7.microsoft.com
To trace the path to the host named corp7.microsoft.com and use the loose source route 10.12.0.1-10.29.3.1-10.1.44.1, type:
tracert -j 10.12.0.1 10.29.3.1 10.1.44.1 corp7.microsoft.com
Pathping
Provides information about network latency and network loss at intermediate hops between a source and destination. Pathping sends multiple Echo Request messages to each router between a source and destination over a period of time and then computes results based on the packets returned from each router. Because pathping displays the degree of packet loss at any given router or link, you can determine which routers or subnets might be having network problems. Pathping performs the equivalent of the tracert command by identifying which routers are on the path. It then sends pings periodically to all of the routers over a specified time period and computes statistics based on the number returned from each. Used without parameters, pathping displays help.
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Syntax
pathping [-n]
       [-h MaximumHops]
       [-g HostList]
       [-p Period]
       [-q NumQueries]
       [-w Timeout]
       [-T]
       [-R]
       [TargetName]
Examples
The following example shows pathping command output:
D:\>pathping -n corp1
Tracing route to corp1 [10.54.1.196]
over a maximum of 30 hops:
0 172.16.87.35
1 172.16.87.218
2 192.168.52.1
3 192.168.80.1
4 10.54.247.14
5 10.54.1.196
Computing statistics for 125 seconds...
Source to Here This Node/Link
Hop RTT Lost/Sent = Pct Lost/Sent = Pct Address
0                                       172.16.87.35
                        0/ 100 = 0%   |
1 41ms    0/ 100 = 0%     0/ 100 = 0%   172.16.87.218
                       13/ 100 = 13%  |
2 22ms   16/ 100 = 16%    3/ 100 = 3%   192.168.52.1
                        0/ 100 = 0%   |
3 24ms   13/ 100 = 13%    0/ 100 = 0%   192.168.80.1
                        0/ 100 = 0%   |
4 21ms   14/ 100 = 14%    1/ 100 = 1%   10.54.247.14
                        0/ 100 = 0%   |
5 24ms   13/ 100 = 13%    0/ 100 = 0%   10.54.1.196 
Trace complete.
When pathping is run, the first results list the path. This is the same path that is shown using the tracert command. Next, a busy message is displayed for approximately 90 seconds (the time varies by hop count). During this time, information is gathered from all routers previously listed and from the links between them. At the end of this period, the test results are displayed.
In the sample report above, the This Node/Link, Lost/Sent = Pct and Address columns show that the link between 172.16.87.218 and 192.168.52.1 is dropping 13 percent of the packets. The routers at hops 2 and 4 also are dropping packets addressed to them, but this loss does not affect their ability to forward traffic that is not addressed to them.
The loss rates displayed for the links, identified as a vertical bar (|) in the Address column, indicate link congestion that is causing the loss of packets that are being forwarded on the path. The loss rates displayed for routers (identified by their IP addresses) indicate that these routers might be overloaded.
Netstat
Displays active TCP connections, ports on which the computer is listening, Ethernet statistics, the IP routing table, IPv4 statistics (for the IP, ICMP, TCP, and UDP protocols), and IPv6 statistics (for the IPv6, ICMPv6, TCP over IPv6, and UDP over IPv6 protocols). Used without parameters, netstat displays active TCP connections.
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Syntax
netstat [-a]
      [-e]
      [-n]
      [-o]
      [-p Protocol]
      [-r]
      [-s]
      [Interval]
Examples
To display both the Ethernet statistics and the statistics for all protocols, type the following command:
netstat -e -s
To display the statistics for only the TCP and UDP protocols, type the following command:
netstat -s -p tcp udp
To display active TCP connections and the process IDs every 5 seconds, type the following command:
netstat -o 5
To display active TCP connections and the process IDs using numerical form, type the following command:
netstat -n -o
Nbtstat
Displays NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables for both the local computer and remote computers, and the NetBIOS name cache. Nbtstat allows a refresh of the NetBIOS name cache and the names registered with Windows Internet Name Service (WINS). Used without parameters, nbtstat displays help.
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Syntax
nbtstat [-a RemoteName]
      [-A IPAddress]
      [-c]
      [-n]
      [-r]
      [-R]
      [-RR]
      [-s]
      [-S]
      [Interval]
Examples
To display the NetBIOS name table of the remote computer with the NetBIOS computer name of CORP07, type:
nbtstat -a CORP07
To display the NetBIOS name table of the remote computer assigned the IP address of 10.0.0.99, type:
nbtstat -A 10.0.0.99
To display the NetBIOS name table of the local computer, type:
nbtstat -n
To display the contents of the local computer NetBIOS name cache, type:
nbtstat -c
To purge the NetBIOS name cache and reload the #PRE-tagged entries in the local Lmhosts file, type:
nbtstat -R
To release the NetBIOS names registered with the WINS server and re-register them, type:
nbtstat -RR
To display NetBIOS session statistics by IP address every five seconds, type:
nbtstat -S 5
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C:\Docunents and Settings\Adninistrator>pathping

Usage: pathping [-n1 [-h maxinun_hops] [-g host-list1 [-p periodl
[-q nun_queries] [-u timeout] [-t] [-R] [-r] target_name

opt ion:
“n Do not resolve addresses to hostnames.
-h maximun_hops  Maxinum nunber of hops to search for target.
-g hos¢-list Loose source route along host-list.

-p period Wait period milliseconds hetueen pings.

-4 nun_queries Nunber of queries per hop.

-u tinsout Wait timeout milliseconds for each reply.

-1 Test connectivity to each hop with Layer-2 priority tags.

-R Test if each hop is RSUP aare.

C:\Docunents and Settings\Adninistrator>
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[C:\Docunents and Settings\Adninistrator>netstat /7

Displays protocol statistics and current TCP/IP network connections.

NETSTAT [-al [-e1 [-n1 [-s1 [-p proto] [-r1 [intervall

~p proto

interval

Displays all connections and listening ports.
Displays Ethernet statistics. This may he combined with the
option.

Displays addresses and port numbers in nunerical Form.

Shows connections for the protocol specified by proto; proto
may be TCP or UDP. If used with the -s option to display
per-protacol statistics, proto may he ICP, UDP, or IP.

Displays the routing table.

Displays per-protocol statistics. By default, statistics are
shoun For TCP, UDP and IP; the -p option may be used to specify
a subset of the default

Redisplays selected statistics. pausing interval seconds
betueen each display. Press CIRL'C to stop redisplaying
statistics. If omitfed, netstat will print the current
configuration infornation once.
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[C:\Docunents and Settings\Administrator>nbtstat

Dicplays protocol statistics and current TCP/IP connections using NBT
[<NetBIOS over TCP/IP>.

NBTSTAT [ [-a RemoteNamel [-A IP address] [-c] [-nl
[-r] [-R] [-RR] [-s1 [-S1 [intervall 1

Cadapter status) Lists the remote machine’s name table given its name
CAdapter status> Lists the remote machine’s name table given its
IP address.
eslcome? Lists NBI's cache of remote [machinel names and their IP|
“n Cnamesd Lists local NetBIOS names.
“r Cresolyed Lists names resolved hy broadcast and via WINS
-R  (Reload> Purges and reloads the remote cache name table
-S  (Sessions) Lists sescions table with the destination IP addresses
—s  (sessions) Lists sessions table converting destination IP
addresses to computer NETBIGS names.
PR (ReleaseRofresh Sends Name Release packets to UINs and then. starts Refx

RemoteNane  Remote host machine name.

IP address Dotted decimal representation of the IP address.

interval Redisplays selected statistics. pausing interval seconds
betueen each display. Press CErl:C to stop redisplaying
statistics.
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[C:\Documents and Settings\Administrator>arp

Displays and modifies the IP-to-Physical address translation tables used hy
address resolution protocol CARP).

ARP —s inet_addr eth_addr [if_addr]
ARP —d inet_addr [if addr]
ARP -a [inet addr] [N if_addrl

Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one netuork interface uses ARP, entries fox each ARP
gable ave displayed.

Specifies an internet address.
Dicplays the ARP entries for the netuork interface specified
by if_addr.
Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.
Adds the host and associates the Internet address inet_addr
with the Physical address eth addr. The Physical address is
given as 6 hexadecinal bytes separated by hyphens. The entry
is pernanent.
Specifies a physical address.

if addr If present, this specifies the Internet address of the
interface whose address translation table should be modified.

oo If not present. the first applicable interface will he used.

xanple:

>'arp -s 157.55.85.212  00-aa-00-62-c6-09 .... Adds a static entry
> arp -a [111 Displays the arp table.

[C:\Docunents and Settings\Adninistrator>_
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[C:\Docunents and Settings\Administrator>ipconfiy /7

iindous 2000 IP Configuration

usace:
ipconfig [/7 | sall | srelease Ladapter] | /reneu [adapter]
/£lushdns | /registerdns
Jshouclassid adapter
7setclassid adapter [classidtoset] 1

adapter  Full name or pattern with *» and ’?’ to ’match’.
* matches any character, ? matches one character.
Options
77 Display this help message.
7a11 Display full configuration information.
Jvelease Release the IP address for the specificd adapter.
Zreneu Renew the IP address for the specified adapter.
Zflushdns  Purges the DNS Resolver cache.
Jregisterdns Refreshes all DHCP leases and re-registers DNS names
Zdisplaydns Display the contents of the DNS Resolver Cache.
“shouclassid Displays all the dhcp class IDs allowed for adapter.
Jsetclassid Modifies the dhep class id.

[The default is to display only the IP address. subnet mask and
[default gateuay for each adapter hound to TCP/IP.

[For Release and Renew. if no adapter name is specified, then the IP address
leases For all adapters bound to TCP/IP will he releaséd or reneved.

[For SetClassID, if no class id is specified, then the classid is removed.

[Exanples :
> ipconfig Show information.
ipconfig sall Show detailed information
ipconfig /reneu renew all adapaters
ipconfig srenew ELx renew adapters named EL.
ipconfig /release ELINK?21x release all matching adapters,
eg. ELINK-21, myELELINKi2{adapter.
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[C:\Docunents and Settings\Adninistrator>ping

Usage: ping [-t1 [-al [-n count] [-1 sizel [~f1 [-i TTLI [-v 1081
[-r count] [-s count] [[-j host-list1 i [-k host-lis¢11
[-u timeout] destination-list

opt ion:
-t

count

1L
108
count
count
host-list
host-List
tincout

Ping the specified host until stopped.
To see statistics and continue - type Control-Breaks
To stop - type Control-C.

Resolve addresses to hostnames.

Nunber of echo requests to send.

Send huffer size.

Set Don’t Fragment flag in packet.

Tine To Live,

Type OF Service.

Record route for count hops.

Tinestanp for count hops.

Loose source route along host-list.

Strict source route along host-list.

Tincout in milliceconds to wait for each reply.
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[C:\Docunents and Settings\Administrator>tracert

Usage: tracert [-d1 [-h maxinun_hops1 [-j host-list] [-w timeout] target_name

opt ion:

Do not resolve addresses to hostnames.

-h maximun_hops  Maxinum nunber of hops to search for target.
host-list Loose source route along host-list.

~u tincout Wait timeout milliseconds for each reply.

C:\Docunents and Settings\Adninistrator>





